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,1 October 12, 1995

BY HAND

Mr. William F. Caton, Secretary
Federal Communications Commission
1919 M Street, N.W.
Washington, D.C. 20554

Re: Petition for Reconsideration in
CC Docket No. 92-115 -- Ex Parte Presentation

Dear Mr. Caton:

This is to provide notice, pursuant to Section
1.1206 of the Commission's Rules, that the undersigned,
as counsel for C-Two Plus Technology, Inc. ("C2+"), met yes­
terday with Daniel B. Phythyon, Senior Legal Advisor to the
Chief of the Wireless Telecommunications Bureau, and Jane
Hinckley Halprin, Legal Advisor to the Bureau's Commercial
Wireless Division.

The matters discussed were those contained in C2+'s
Petition for Reconsideration, other submissions in the record,
and the attached documents. An original and two copies of
this notice and the attachments are being submitted.

If you have any questions regarding this matter,
please contact me.

V~_truly yours,

(~~~~kr/
-Timothh. Fit~{;bon

Counsel for
C-Two Plus Technology

TJF:kdd
Enclosures
cc: Daniel B. Phythyon, Esquire (w/encl.)

Jane Hinckley Halprin, Esquire (w/encl.)
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Courtroom C
Fourth Floor

o Probation Violation Petitiono Violation Noticear Comp/alnt

po.aesaian and trafficking in device making equipment

Dinform.tlon

On1~gd StA~ee CourthouoQ
101 Barr Street
Le"ington. ICY

YOU ARE HEREBY SUM~ONEO to appea, be'ore the United States District Court at the place. date and
time eet lOfth below.

grief delCription of offense:

Jam'ij B. Todd, U.S. Magietrace Judge
N"". enO Title ot IssuIng Officer

Charging you with .. violation of Till' __18:lC.- United States Code. Section(s) _""lQx.;2""9<- _

To answer Ilnl
o Indlttment
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t.ax1nllton JAMES B. TODD
u.s. MAGISTRATE JtmO£

UNITED STATES OF AMERICA
V,

CRIMINAL COMPLAINT
Don 'Yates
9Z] Jairus Road
L~xingt.on, K.~cucky 405$5 CASE NUMOER:

I, the undersigned complalnan' being dUly sworn state the following 13 true and correct '0 the best of my

knowledge and belief, On or about _9_I_l_8_1_9_5 ln __Fa_y;..c_t_t_e county, in 'he

Ealltern Olstritt of Kentucky detendant(s) did.IT'.... al....... L.anflu.~o.Ott....'"

did knowingly ond vith int~nt to defraud, produce, u~e a.nd t.raffic in one or more
counterfeit access dev~ceB; knov1ngly and w1th intent to d@fraud, produce, traffic tn,
had control and cu~tody of. and poaoeseed device-making equipment; and knowingly
and With int~n~ to drfraud had custody, control and possessio~ of h&Tdva~Q used fo~

altering and mod~fying teleconmunications ins~ru~ents to obtain un4uthor1zed acce66
to celecommunic.tions services; .11 affec~lng inter~t~t~ 4nd foreign commerce.

in violation 01 ntle _1_8 United States Code. Seetlon(a) 1029 (a) (I). (a) (4). (8) (6) (B)

I further :stale that I am a(n) _--"'s....P...::e...::c~U...::l::.....:A~~i!:e::l\~t~-:-"u""s""s..;;;s and ,,,.t thls complaint is based on the following
~f"..

feelS: (See Attached Affidavit of SA James W. Cobb)

Continued on the attached sheet 8nd made a paI1 hereof: 00 V.. 0 No

~:~comW~J!::.'.~
V.S. Secr~t 5~rvic€

Sworn TO betor. me~ subscribed i,.. my presence,

at =~~!,:,:-:~,----,J{_e_n_t_u....;c:....Ic....Y . _



UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF KENTUCKY

LEXINGTON

(~ ."

. JAMES B. TOOO
U.S. MAOlSTRATE JUOG£

UNITED STATES OF AMERICA
V.

DON YATJ;:S

MAGISTRATE'S DOCKET NO.
CASE NO. 95- 5103»1

AFFIDAVIT POR COMPLAINT

Jame6 W. Cobb, being first duly sworn upon his oath.
depo8eS and says;

~. That he is a Special Agent of the united States Secret
Service and has been GO employed since December 12th. 1983,
and thac he has be~n assignad to and participated in the
investigation ot cases involving violations o{ fede~al law
prOhibiting the unauthorized use of aCC_S8 de~ices ~n

violation ot Ticle 18, United States Code, Section 1029.

2. That on or abOUt August 25th, 1995, your complainant
interviewed Special Agent Tom Tamburello, u.s. Secret
Se~ce, Philadelphia Field Otfic~. who stated that on
4/~3/95 he. along with other agents of the Secret Service,
executed a federal search warrant on J.B.H. MArketin~ located
a~ 13 Lynford Rd.. Ch.@rry Hill, New Jersey. This busl.ness wag
operated by Irv, Ga.ry ana Jody lipste1n and was in the
business of ~ufacturing copycat "black boxes" used to
illegally reproduce the telephone numbers and electronic
serial numbers ot cellular telephones.

3. That on that: same day. Special Agent. Tamburello advised
that pursuant to the ~ecutioD of the aforementioned federal
6earch warrant. a list o! purchasers of copycat black boxes
was located in th8 a!orement.1on~ suspect location. This list
identifie~ a Don Yates, Lexington, Kentucky as one of several
purchasers of the illegal "black boxes M manufactured by JSM
Marketing.

4. That on August. 16th, 1995. your complainant intervi8wed
Dan Ambrosini, Cellular One, 124 Keeneland Dr., Richmond. Ky.
Ambrosini had previous~y telephoned the U.s. Secret Service
in Lexingt:on, Ky_ to complain about a Don Yates who was using
an illegally obtained Nblack box" to reproauce tbe telephone
numbers and electronic serial nu~~r9 of previously issued
telephones. Ambrosini stated that Yacee haS ~caree~ a
business wnerein he charges customers one hundred and fifty
dollars (5150) co duplicate (ftClone'" the telephone numbers
and electronic serial numbers, belonging to their original
cellular telephones, into additional telephOnes thereby
a~oiding the activation tees and monthly service fees lor



each additionally cloned phone. The3e mon~hly service.t~eg
include a one Lime activation tee of $35 per each add~t~~nal
cellular t81ephoDQ, Along with monthly gervicc tees rang1ng
betwe~n $25 and $150. Ambrosini advised that the actual 106s
in dollars to the cellular telephone industry is unknown to
date due to their inability to differentiate between calls
made on the originally purcnased telephone and any phone
"cloned" by Don ¥ate9. Ambrosini added that the telephone
numbers and electronic serial numbers that are issued to
their custom@rs are the property at the cellular carrier, not
the cuc~omer themselves, and tnat these numbers are used to
facilitate calling and cracking tor billing purposes.

Ambrosini advised that customers using 4 cellular
telephone with a telephone number and an electronic serial
number can obtain telephone service throughout the United
States.

5. That on September 13th, 1995 SA James Burch, united
States S~cret Service, ~elephoned Don Yates a~ 606-272-1440.
SA Burch. acting in an undercov~r capacity. questioned
5uspecc Yates about the procedures inVOlved with obtaining a
"cloned ~ phone an~ also inquired about tbe costs involved.
SA BurCh tOld me that Yaces stated he could duplicate the
telephone number of hiG (Burch's) cellular telephone onto
additional cellular telephones wherein en. cellular syStem
would only "see" ~hll!l original phone as being used. Yates
stated that the only fee would be & one time programming lee
to him. Yates stated that although he (Burch) would have to
pay the carrier tor the additional air time generated by the
second phone, he would not have to ~ay tor any extra
additional charges on a monchlr Da.~8 for hav~n9 additional
cellular telephones. Yates to d Burch he operates his
business out of a van and would. meet him when Burch was ready
~o "clone" cellular telephones.

6. That on September 18th, 1995 Cellular OnA communi~at1ons.

Richmond, Ky. provided two cQllular telephones to the U.S.
S8cr~t servlcQ for use in an undercover transaction with Mr.
Yaces. In a Signed sworn a~fidavit, Cellular One Technician
John Herbst staced. that: the tirsc phone, a Motorola "M"
series tele~hone, mQchanical serial number P09LPD8438AG. wac
programed w.th electronic serial number 92G2DDeD and
telephone number 605-544-5592. HerDst further stated that
the second telephone, a Motorola "DCP 550" series cellular
telephone. mechanical serial number F09HLD841SBG. was
programed with electronic serial number C3481SC8 and contains
no telepbone number (Mobile Identification Numb8r) .

1. That later on sepeemJ)er 18th, 1995 an undercover meeting
was arranged between SA Ja~s Burch and SU8~ct Don Yates.

SA Surch told me that during this meeting, Don Yates
took both of the atoremAntioned cellUlar telephones from him,
recorded the tele~hone number (trom the previou51y
program8d "M" 6er~e9 telephone), by ~urnin9 on the telephone.



an~ ~he electronic serial number, which is listed on the r@ar
ot that same telephone, and then transferred thoBe numbers to
~he previously blank telephone by connecting this second
telephon@, via a patch cord, to a black box loc~ted in his
briefcase. Yates then keyed in the unauthoriz8d telephone
number and electronic serial number by using a key pad on the
front of the copycat "black box·. Yates then tested the
"cloned" telephone to ensure its operation. Upon compl.etion
of this process, Burch asked Yates how much he owed him ror
this service and Yates replied $150. Burch then provided this
amoWlt in cash.

8. That on 9/21/95 the aforementioned cellular telephones,
previously programed and provided by Cellular One TeChnician
John Herbst, and subsequently "cloned" by Don Yates, were
a~ain analyzed by Mr. "erbst at Cellular One Communications,
R1.chmon~, Ky. Foll.owing his examination ot che subject second
cellular tel.ephone, t:he Motorola "DCP 550". Herbst stated
Chat ~hi8 celepnone, vnich previously contained no telephone
number and had an X.S.N. of C3481SCB, now contained t@l@phone
number 606-544-5592 and an E.S.N. of 8262o.o8D. These ~wo

numbers were previously programed into the Motorola ~MM

series telephone with was provided co Don Yate~ by SA Jame~

Burch as his legitimately purcbased cellular ~elephone.

FURTHER COMPLAINANT SAYETH NOT.

mes Cobb
Special A.gent

/ United States Secrec Service

me this~ S1 c1ay Of jj.. 11.9 fJ---SUBSCRIBED AND SWORN to before

.
h;mm'lr~n:i'1t-.<;t!l'm~21\'1'1 \.~~J.~~r!~~~.~~wa;~n5;illi,',£:lf~;l+i;;;n:mmr ;:"J.:E;jl[,~(..,'i"i,~;1;m~{~l.li~~~~~(",
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Cellular phone
tampering alleged
-----,--------~-~-~--~

SCQTI CARLSON STAFf' ....RllER

One of Mlnne5()la's blggtSt providers of mobile phone servic­
es, AT&T Wireless ServIces, is suing a Wa.yzala husl1less for
alleged cellular phone tampering.

Tbe Minneapolis office. of AT&T Wireless, a dMsloo of Amer­
ican Telephone and Telegrap~ Co.1,. ~ seelcing It permanenl
inlun~Uoo to prevent Cell Ph.one' r:.:neosions from allegooly
"cloning" the eledfo~c serialn~ of ceUuJar phones.

Cell Phone' ExtenSion's SUBi>ectFrl. owner or operator. Dave
Wesley of Minnetonka, could Dot be reached for c0mmenl
Friday. A reeotding a.t Cell Phone ErtffiSiQns said the compa­
ny's vokeMail bot W~ "lull."

According to the AT&T W~ess lawswt, every ~Uu1ar tele­
phone is made with a t1nlQue eledtonlc serial cumber. When a
cell pholle call is placed or t~vtd, the cellular pnoue trans­
mits its ESN, allowing~ cellular ~lce provider to idenUIy
tbe subscriber and tract the call for billing pl1rp0se5-

"It is pas.$lble, ~l~l unlawf~i to alter or 'cloM a cellular
pbooe's ESN to 'emn1B.t.e' the ~N of a. dHferent phone," the sult
notas. "ClonIng cellulae pbones to emula.t~ the ESNs of legiti­
mate pbODes belon~g to' uususj:lectin~ cellular subscribers
allows criminals to steal millions of dollars' worth of cellular
servIces eadl ;year."

Hugh Phmkett Ill, an attorney for AT&T Wireless. said
legitimate cellular customers can receive bills fot' thousands of
dollars o( OOlular servicts i1 SQII\el)l1e has "cloned" their
phone's electronic serial number. "I mow an attorney who got 3
bill for ~lS.060 00 a one-monlh period flf time," he said.

But the ~lephQne compaalts generally absorb the loss U.
legitimate cellular phone~ $3Y they have !>ten oYerc~rge<l,
Plunkelt said,

Meanwhile, the lawsuit slates. "Cloning is also used to c:reate
unautlloriztli and megal 'extension' phones for oUlerwise legiti- .
mate ~Uu1Ar subscribers by altering ooe. or more more phones
to emulate the ESN of the custo~s authorized phone."
~ that happens, tel~phOM companies are cheated of ser­

vice charges they normally collect on additional phones. Plun­
keH said.
AT~T'Wireless r~U}' won .a. temporary injunction in U.S.

Dl.stIict Court In Sl Paul authorizing the U.S, marshal's office.
to seize Cell Phone's businels records_ But the plalnUlh h.wen't
located Wesley to serv~ him with the lawsuit, so a U.S. mar3h~J
has yet to conduct the searcl1 and ooizure, Plunkett said.
R~ de Maria, AT&T WIreless corpot~te vice pn:sident

of revenue security. said that illet<il cellular cloning is a
nationwide problem that last y~ (1)Si u.s. telephone CQmpa­
rues an estimated $485 mWlon In lost revenue.

But backed by strong federallaWII that make celloJar cloning
a crime, the industry hil,g been going to court to soe violators for
the fr~ud, de Maria said. Phone companies have filed lawSllits
in several other clUes, including New York. H01L<;ton and St­
Louis. she said.


